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SPECIAL ISSUE: Information Security and Privacy
Technologies to Protect Privacy in Business Operations

Techniques for privacy protection depend on models of how effectively a company wishes to use its
personal information. Obviously, if no personal information is disclosed, privacy is protected. But without
access to personal information a company cannot personalize its customer services.

Privacy protection technology has been developed for a variety of IT models using personal
information: the P2P (Peer to Peer) model, community model, client/server model, and business
system model. In the case of the client/server model, for example, surveys are conducted with
browsers to find consumer trends prior to new product development, and data mining technology is
used to analyze the collected data.

The aim of data mining is to conduct trend analyses by discovering general rules. When used only
for sales and promotion purposes by the company these generalized rules do not cause privacy
problems, but in the course of collecting data, personal information is necessarily transmitted to a
mining engine, and this is where concern about information leaks arises.

IBM proposes to eliminate this concern in a way that figures on individuals are randomized by adding
random value and then restored to the distribution of the original figures.

Also according to the CRM (Customer Relationship Management) solution, instead of giving all
employees access rights to customer information, it is thought that a fine-grained access control -- on
a need-to-know basis -- is necessary. The Tivoli® Privacy Manager and the TRL Privacy Access
Monitor (Application Privacy Monitoring for JDBC) have been developed for this purpose. With
these software, it is possible to make existing CRM systems compliant with a privacy mechanism in
a short period of time at low cost.
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