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WS-Security is known as a specification to apply security for web services. But if we apply WS-Security to
web services, then the performance of the web services is significantly decreased not only because of
encryption decode and digital signatures but also extra costs for XML related processing. In particular, the
computational cost for creating tree structured data for XML documents is very expensive. This paper
proposes WS-Security processors which work on XML parser events. They enable us to avoid creating a tree
structured data for XML documents. We applied this approach to WS-Security in WAS and confirmed that our
approach enhanced WS-Security performance.
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