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1. [FL&HIZ

CDOFIEE Tl WebSphere Application Server (LLFWAS) V4.0 12, Interim Fixz @AY 5= D FIE%E
BNALET, CCTIEEE L. Interim Fix PK24173%EAT 5 FIBEHISHBNMLET,

AXHPTHERESNTIAD<WAS ROOT>E(F. WASH AV AR— )L TALOR)—DZETHY . K TS5 TH—
LDTIHILMNE ULTDTALORN)—EHYFET,

[AIX IRIE] : lusr/WebSphere/AppServer
[Linux/Solaris/HP-UX IR1#E] :/opt/WebSphere/AppServer
[Windows ¥RiE] : C:¥WebSphere¥AppServer

AHARE. HBFDEBENNVI—DEAZFIEELLE-EOTT,
BaATUROY— LD ERERIC DL TIE., BRI BFixDreadme®, infocenterz & HE TS BEEELY,

Fl. AXHDOURLE S U Web Y A FOEE A A—2 (&, 2006 F8AREDNELDTHY . FEREESNHHEEH
HYET DTITEELZE,



2. Interim Fix D& > AO—K

WEZ Interim Fix & Web YA kYA HoO—KLZET,

CZTIE.PK24173 489 0—R4 3FIBE BN LET .

PK24173 I%. WebSphere Application Server H71R—rR—C D LT URL MoA DY O—RTEET
http://www-1.ibm.com/support/docview.wss?rs=180&uid=swg24013028

O Interim Fix D% 7> O—R4 4 ~OEE T, Download package ® Download Options M FTP”%

LLIE"DD" %5 ILET

(C’FTP”,”"DD"DELLEBIRL TNV EWVTHREILED 2 —ILEF D O—RTEET, )

3 IBM - PK24173; 4.0: S5impleFileServlet validates file path to prevent malicious url. Th — Microsoft Intern.
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instead.

Prerequisites
Flease download the Updatelnstaller below to install this fix.

URL LANGUAGE
UpdateInstaller US English

Related hardware
IBM Servers

Relatad Sl Installation Instructions
URL LANGUAGE
Readme Us English

Download package

RELEASE
DATE

_ 08-07- R -
PK24173_Fix e US English 1071011

Download LANGUAGE | Z1ZE

ETP oD

Sphere ESE Fixed SimpleFileServlet. CheckvalidFilePath should use white space (' ')

SIZE(Bytes)
7250000

Please review the readme.txt for detailed installation instructions.

SIZE(Bytes)
1958

What is DD?

Download
Options

Technical support
C

w.ibm.com)/

. wisit the WebSphere

vers/appserv/was/support/), or

ccHtact 1-800-IBM-SERV (U.5. only).
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2. SAEVRIZDVWTDHRBELRTINET . RBEEHEZEL Tl agree” =7y ILET,

T7ANDE A=K ORI RRRINET DT FEDTALIMNI—IZRELET,
1 -

Unix: /tmp/WebSphere/fix
Windows: c:¥temp¥WebSphere¥fix

Download terms & conditions :

By clicking on the "I agree” button , you agree that (1) the program
code, samples, updates and fixes ("Code”) are subject to the terms of
the license agr which acc ied, or is contained in, the
Program for which you are obtaining the Code and (2) you read and
accepted those terms when you obtained the program. You are not
authorized to install or use the Code except as part of a Program for
which you have a valid Proof of Entitlement.

SUBJECT TO ANY STATUTORY WARRANTIES WHICH CAN NOT BE
EXCLUDED, IBM MAKES NO WARRANTIES OR CONDITIONS EITHER
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OR CONDITIONS OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, AND NON-INFRINGEMENT, REGARDING THE CODE
OR TECHNICAL SUPPORT, IF ANY.
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QAU AM—)LICIEL FEEDEREIEEZSHEDIA, AV RAR—ILEITOTIZELY,
1. BARNZTRTO WAS, IHS BMEIEL TSI EERERL TZELY,
F1=. WAS LIS TIREILTLVS java TOERRIZDOVTHELETIHELNHYET,

2. AIX BETIIXTRELSATSUET7rO—RT5=8. root Tslibclean #E{TL TS,

3. Fix D/N—23v&>T BATESD WAS DN—2avBEUBTIYRIA—LDEESINTLET,
BERAOERIZIE., BFELD WAS DN—230 T REREZLTESL,

LI Interim Fix PK24173 D HEHREH T . CDIBE . WAS V4.0 D FixPacks5 L&A E RS 1=
ORTFLIZR LT, 2O Interim Fix A @ BTREETY .

MERIN—D3> ‘WAS 4.0.5, 4.0.6, 4.0.7
RISV ITH— L :AlX, HP-UX, Linux, Solaris, Windows

WAS ON—a R A%
<WAS_ROOQT>/properties/com/ibm/websphere/product.xml Z&RLET
N—230 B & Fix Pack LA JLIZ<versions# 4 2R rEhEd,
BERMIZA A= ILFIBICDOWTEERLET
1. avoRFOrIhEias EIFEY,
LUTO—EDNITURIERILaT U RTO TR TEITLTEELY,

<WAS_ROOT>¥bin¥setupCmdLine.bat (F7-I% setupCmdLine.sh )#EfTLET,
GE:UNIX BIBIZEEFELTIE, #. /setupCmdLine.sh #=ETLET,
ALUATALOR)—IZBWTREBERNEMNILLEISITaTUFEEITLTZELY)

2. <\WAS_ROOQOT> IZ Fix TALIM)—ZERL. UTFOIATUREERITLET,

ETavUR:
(—1TTHRITTAALET)

java -jar <jar 74 IL%> -backupJar <\WAS_ROOT>¥Fix¥<jar 274 JL4&>_backup.jar

[451]
AV AR—ILTALYR)— :C:¥WebSphere¥AppServer
jar Z74ILE (FILRR) :C:¥temp¥WebSphere¥fix¥PK24173_Fix.jar (PK24173 M&HE)

C:¥WebSphere¥AppServer¥Fix>java -jar C:¥temp¥WebSphere¥fix¥PK24173_Fix.jar -backupJar
C:¥WebSphere¥AppServer¥Fix¥ PK24173_Fix_backup.jar

-BATar O REHA

-jar : £33 % jar I7AILEEET S
-backupdJar /NI T VT I7AINBEIRET S

I OEELTL. Ao O—FHAkO Install Instructions |28 5 readme S BB &LY,



3. UTF DAY E—UhRIRENTZE AV A=) TALIMN)—DEIEZE A AL, TEnter1Z L TZELY,
(f5: C:¥WebSphere¥AppServer *> /opt/WebSphere/AppServer 7% &)

This tool requires a target directory to which to apply
the update information from the update jar file. For
example, 'C:¥WebSphere¥AppServer'.

Note that the contents of the target directory will be
modified by the execution of this tool.

A target directory was not specified on the command line nor
in a property file.

Please provide the name of the target directory.

You may enter "exit" to terminate this operation.
/opt/WebSphere/AppServer

CEERS
LEEFIE 2 TSN 1\ T YT IT74IL(COHITIE PK24173_Fix_backup.jar )&, COBEET A1
A=V T BBCRHBELEGYET, BIBRLELTTELY,
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<WAS_ROOT>¥properties¥com¥ibm¥websphere¥product.xml ZBL\THEELET .
(product.xml DF%ETFERRITRLET)

<event>
<sqITime>2006/08/05 00:13:34</sqITime>
<description>Malicious url may cause raw jsp content sent to client</description>
<type>Fix</type>
<containerType>unknown</containerType>
<installPath>/opt/WebSphere/AppServer/</installPath>

<unlinstallScript>/opt/WebSphere/AppServer/Fix/PK24173_Fix_backup.jar</uninstallScript>
<activityLog>/opt/WebSphere/AppServer/Fix/PK24173/Extractor.Log</activityLog>
<startingVersion>4.0.7</startingVersion>
<endingVersion>4.0.7</endingVersion>
<source>/opt/WebSphere/AppServer/Fix/PK24173_Fix.jar</source>
<status>Successful</status>
<errorMessage=>0 errors were noted</errorMessage>
<apar>PK24173</apar>
<pmr> n/a</pmr>
<developer>Sukesh</developer>

</event>

HRALAPARE S (COHITIEPK24173) IZDVWTU T D AyE—I A0S SN TUONIFELL AV RAb—)LEN
TWEY,

<status>Successful</status>

<errorMessage>0 errors were noted</errorMessage>

BREMNH D5 E [F<WAS_ROOT>¥Fix¥<APAREE> (ffl: <WAS_ROOT>¥Fix¥PK27134)1Z% %
Extractor.log77 4 JLZHERL TIE&LY,



5. Interim Fix D72 A2 AR—)L

—E@ALT= Interim fix (X, L TFTOFIFETT oA AM—=ILTBHIENTEET,
1, awoR7Ov I EIFET,
LTO—EDITURIZECOTRTOV TR TEITLTES0Y,

<WAS_ROOT>¥bin¥setupCmdLine.bat (F7:zI& setupCmdLine.sh )Z=7L%Ed,
GE:UNIX IREBICEEELTIE, #. /setupCmdLine.sh #E{TLET .
ALURTFALIR)—ICEVWTREBEHNEMAEDELSITaTURFEETL TS

2. <WAS_ROOT> IZ Fix T4LIR)—IZFEL. UTDITURFEETLET,
ETavTUR:
(—fTTHRITTAALED)
java -jar <backup L7z jar Z7f1IL4>

[451]
AV AR—ILTALYR)— :C:¥WebSphere¥AppServer
backup L7z jar Z71IL£&(TIL/AR) C:¥WebSphere¥AppServer¥Fix¥PK24173_Fix_backup.jar

C:¥WebSphere¥AppServer¥Fix>java -jar C:¥WebSphere¥AppServer¥Fix¥PK24173_Fix_backup.jar

-BATar D BERA
-jar NV OTITIFAINBEIRET S

Mz OEELTIE. Ao O—KFH Ak Install Instructions |28 % readme 225 BB &L,
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<WAS_ROOT>¥properties¥com¥ibm¥websphere¥product.xml ZBL\THEELET .
(product.xml DF%ETFERRITRLET)

<event>
<sqITime>2006/08/06 17:44:35</sqITime>
<description>Malicious url may cause raw jsp content sent to client</description>
<type>BackOut</type>
<containerType>unknown</containerType>
<installPath>/opt/WebSphere/AppServer/</installPath>
<unlinstallScript/>
<activityLog>/opt/WebSphere/AppServer/Fix/PK24173/Extractor.Log</activityLog>
<startingVersion>4.0.7</startingVersion>
<endingVersion>4.0.7</endingVersion>
<source>/opt/WebSphere/AppServer40/Fix/PK24173_Fix_backup.jar</source>
<status>Successful</status>
<errorMessage>0 errors were noted</errorMessage>
<apar>PK24173</apar>
<pmr> n/a</pmr>
<developer>Sukesh</developer>

</event>

BALT APAR &S (COFITIE PK24173) IZDVTUT DAY E—I A0 SN TONIXELLL T AV X b—
ILENTUVET,

<status>Successful</status>

<errorMessage>0 errors were noted</errorMessage>

BIENH S5 EIE<WAS_ROOT>¥Fix¥<APARES> (ffl: <WAS_ROOT>¥Fix¥PK27134) (285
Extractor.log77 4 JLZHERL TIE&LY,



