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Disclosure management to protect personal information requires access control based on a
privacy policy. Access control should be managed according to four factors: "user category"”, "data
category"”, "purpose”, and "condition". The information required for making access control
decisions depending on these factors is found in the attributes of users, those of information items
stored in the user repositories used by the authentication server and in the data passed from the users
when they access personal information. The most realistic way to access these pieces of
information is to use application programs. Therefore, it can be considered the most realistic for access
control to be performed by application programs. However, we have a problem with access
control performed by application programs because there are risks of higher development costs and
consistency loss if Policy Decision Point (PDP) and Policy Enforcement Point (PEP) are
implemented in application programs. An effective solution to this is to leave access control as much
as possible to the infrastructure. This paper proposes as a new solution a technique to realize this at
low cost by utilizing the access control function of Tivoli® Access Manager for e-business
(TAMeb).
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