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With the enforcement of the Act on the Protection of Personal Information and the forthcoming the
Japanese version of the Sarbanes-Oxley law(J-SOX), requirement against the security for the
enterprise system is growing. Among several security requirements, security audit logs are one of most
important functions to be gathered for audit trails of data access to fill the security requisites. To
implement the online 3-Tier Web Client-Server System using Java based application servers,
dealing with product dependent concerns are biggest challenge, which are a default user ID and
password and additional CPUs and I/Os to implement security mechanism within a system. In this
paper, we address security audit log implementation method to gather and manage security audit log
as a part of DB2® UDB function, by putting audit items to new special register, extended client
information, which was introduced in DB2 UDB V8. Focusing on zSeries® platform, which by far best
solution of all, we address consideration on implementing audit logs along with other platforms.

Key Words & Phrased 10 0 0000, WAS,DB2, 0 000,0000000, DB2PM, Java
Security, WAS, DB2, audit log, special register, DB2PM, Java
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EL Oo0oOogowAsSOOno CLASS 2 TIME DISTRIBUTION
AE goodoooooimb p————"""7"° 000odo java.exe _EEG""""_:;"E oooooooooooooo T
DB2 1======== > 1% NOTACC |= goooooooooooon
SusP i 76% Susp = 0000D00000ooooooo f==> 8%
TIMES/EVENTS ~ APPL(CL.1)  DB2 (CL.2)  IFl (CL.5) PEBEAGES 3 SUBLAPSED TivE D HHO OO
ELAPSED TINE 0.548920 0.513553 DEZRIRLM)  LOCK/LATCB(000000 0 THREAD TYPE
NONNESTED 0.548920 0.513553 70 N/A SYNCHRON. 1 0.031869 26 TERM . CONDI
STORED PROC 0.000000 0.000000 JON/A DATABASE | 0.031869 26 INVOKE  RE
UDF 0.000000 0.000000 1/0 N/A L0G WROTEO00 0 COMMITS
TRIGGER 0.000000 0.000000 1/0 N/A OTHER READO.019208 2 ROLLBACK
1/0 0.000000 OTHER VIRTEO SVPT REQU
CPU TIME 0.010093 0.009684 TCH N/P SER.TASK SU.366907 14 SVPT RELEA
AGENT 0.010093 0.009684 MIT  N/A UPDATE 0COB0000 0 SVPT ROLL
NONNESTED 0.010093 0.009684 N/P OPEN/CLOSE  0.279435 6 INCREM.
STORED PRC 0-000000 0-000000 EC N/A SYSLGRNG R 0.004593 2 UPDATE/CC
UDF 0.000000 0.000000 F N/A EXT/DEL@DAS2880 6 SYNCH 1
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